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After the Foregenix Web Application Firewall (WAF) is setup you will see the majority, if not
all the traffic of your customers coming from Foregenix owned IP addresses that are
associated with the WAF. Not all these IP's may be active at one time however, the IP pool is
owned by us and are associated with the upscaling of our WAF infrastructure. Therefore,
please make sure that you have whitelisted the following IP address on your firewall.

The WAF supports websites based on three regions: Europe (servers based in Ireland),
North America (servers based in Ohio) and Australia (servers based in Sydney). Other
regions are not supported for now. You can whitelist all of the following IP addresses, but
you only need to whitelist the ones for your region.

Europe United States
* 52.31.227.241 * 18.189.226.139
*54,171.56.191 * 3.19.251.94

* 54,171.125.80
* 54,194.177.121
* 52.50.116.204
* 52.209.212.248
* 54,76.150.35

* 52.50.181.234

Australia

* 54.79.161.4
* 54.79.68.27

For the FGX-Web Seal these are the IP address you will need to whitelist:
Outgoing traffic:

e Permit traffic to portal.foregenix.com TCP port 443

Incoming traffic:

e 52.16.84.238
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e 54.77.226.20
e 54.246.153.50

CIDR IP Address List:

A text file with the IP addresses is at: https://portal.foregenix.com/binaries/foregenix-ipv4
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